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Use case

cat foo.mpg | | vic -
cat foo.mpg | . | vic -



with netcat

| nc machine1 123

.'H nc -1 123 |



with blucat

| blucat -url btspp://AB..EF:UUID

.Il blucat -uuid UUID |



UUIDs

00000000-0000-1000-8000-00805F9B34FB
“protocoiName | wum |

SDP Ox0001 Bluetooth Core Specificati
UDP 0x0002 [NO USE BY PROFILES]
RFCOMM 0x0003 RFCOMM with TS 07.10
TCP O0x0004 [NO USE BY PROFILES]
TCS-BIN 0x0005 Telephony Control Specifi
TCS-AT 0x0006 [NO USE BY PROFILES]
ATT Ox0007 Attribute Protocol

OBEX Ox0008 IrDA Interoperability

IP 0x0009 [NO USE BY PROFILES]
FTP Ox000A [NO USE BY PROFILES]
HTTP 0x000C [NO USE BY PROFILES]



Tips for usage

Listen on uuid
blucat -uuid AAAA <== will pad with O's



Discovery

Sblucat devices

Searching for devices
123456789000, "Nexus 7", Trusted:true, Encrypted:false

012345678900, "GT-P1010", Trusted:false, Encrypted:false
001234567890, "Android Dev Phone 1", Trusted:true, Encrypted:false
Found 3 device(s)




Discovery

Sblucat services
Listing all services

Searching for services on 123456789000 Nexus 7
123456789000, "Nexus 7", "Test Service Name", "", btspp://123456789000:20
123456789000, "Nexus 7", "Hello world!!!", "", btspp://123456789000:27
123456789000, "Nexus 7", "OBEX Object Push", "", btgoep://123456789000:12

Searching for services on 012345678900 GT-P1010
012345678900, "GT-P1010", "OPP Server", "", btgoep://012345678900:2
012345678900, "GT-P1010", "PTP Server", "", btgoep://012345678900:1

Searching for services on 001234567890 Android Dev Phone 1

001234567890, "Android Dev Phone 1", "Voice Gateway", "", btspp://001234567890:10
001234567890, "Android Dev Phone 1", "Voice Gateway", "", btspp://001234567890:11




Scanning

Sblucat scan 1234567890
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Scanning RFCOMM Channels 1-30
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connection timeout
connection timeout
connection timeout
connection timeout
connection timeout
connection timeout
Failed to open baseband connection(2)
connection timeout
connection timeout
Open Channel!!! BluetoothRFCommClient
Open Channel!!! BluetoothRFCommClient
Open Channel!!! BluetoothRFCommClient
Failed to open connection(2) [0xe000
connection timeout
Failed to open connection(2) [0xe000

Failed to open baseband connection(2
connection timeout




Detalls

Java based 9};{; BlueCove

Supports any platform that Bluecove supports
Requires 32-bit JVM mode (-d32)

Tested on 64-bit Mac and 32-bit Ubuntu

Only works with RFCOMM so far



Bluetooth Services

Searching for services on 30F306AAAAAA, "Officejet 6300 series", Trusted:false,
30F306AAAAAA, "Officejet 6300 series"™, "OBEX Object Push", "", btgoep://30F30659¢
30F306AAAAAA, "Officejet 6300 series"™, "Serial Port", "", btspp://30F306598203:1
30F306AAAAAA, "Officejet 6300 series", "Basic Printing", "", btgoep://30F3065982(
30F306AAAAAA, "Officejet 6300 series", "Basic Imaging", "", btgoep://30F30659820:

Searching for services on 9471ACAAAAAA, "Alcatel one touch 0665A", Trusted:false
9471ACAAAAAA, "Alcatel one touch 665A"™, "AUDIO Gateway", "", btspp://9471ACDBACAL
9471ACAAAAAA, "Alcatel one touch 665A", "OBEX Object Push", "", btgoep://9471ACDE
9471ACAAAAAA, "Alcatel one touch 665A", "Serial Port0O", "", btspp://9471ACDBACAI
9471ACAAAAAA, "Alcatel one touch 665A", "Dial-up Networking", "", btspp://9471ACI
9471ACAAAAAA, "Alcatel one touch 665A", "Voiceg ateway", "", btspp://9471ACDBACAL



$ ./blucat -url btspp://9471ACAAAAAA:11
AT+CGMI

+CGMI: Alcatel

OK

AT+CGMM
+CGMM: one touch 665A
OK

AT+CGMR
+CGMR: Alcatel 010 04, 2012/03/05 14:56
OK



Bluetooth Backdoor?

POC B|Uet00th badeOOr demO (no code released)
$pm list packages -f

$am start 'http://josephpcohen.com'’

More: http://www.anddev.org/using_the am-tool_start_activities-intens_from_a_shell-
t368.html



Bluetooth Commands?

https://github.
com/boos/bluesnarfer/blob/master/src/bluesnarfer.c

http://www.forensicswiki.org/wiki/AT_Commands
http://www.anotherurl.com/library/at_test.htm

http://gatling.ikk.sztaki.hu/~kissg/gsm/at+c.html



