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Use case

cat foo.mpg |                           | vlc -

cat foo.mpg |                           | vlc -

Internet

Bluetooth



with netcat

| nc machine1 123   

nc -l 123 |
Internet



with blucat

| blucat -url btspp://AB..EF:UUID  

blucat -uuid UUID |
Bluetooth



UUIDs

00000000-0000-1000-8000-00805F9B34FB



Tips for usage

Listen on uuid
blucat -uuid AAAA   <== will pad with 0's



Discovery



Discovery



Scanning



Details

● Java based
● Supports any platform that Bluecove supports
● Requires 32-bit JVM mode (-d32)
● Tested on 64-bit Mac and 32-bit Ubuntu
● Only works with RFCOMM so far



Bluetooth Services
Searching for services on   30F306AAAAAA, "Officejet 6300 series", Trusted:false, ...

30F306AAAAAA, "Officejet 6300 series", "OBEX Object Push", "", btgoep://30F306598203:2

30F306AAAAAA, "Officejet 6300 series", "Serial Port", "", btspp://30F306598203:1
30F306AAAAAA, "Officejet 6300 series", "Basic Printing", "", btgoep://30F306598203:4

30F306AAAAAA, "Officejet 6300 series", "Basic Imaging", "", btgoep://30F306598203:3

Searching for services on   9471ACAAAAAA, "Alcatel one touch 665A", Trusted:false, ...

9471ACAAAAAA, "Alcatel one touch 665A", "AUDIO Gateway", "", btspp://9471ACDBACAD:1

9471ACAAAAAA, "Alcatel one touch 665A", "OBEX Object Push", "", btgoep://9471ACDBACAD:4

9471ACAAAAAA, "Alcatel one touch 665A", "Serial Port0", "", btspp://9471ACDBACAD:11
9471ACAAAAAA, "Alcatel one touch 665A", "Dial-up Networking", "", btspp://9471ACDBACAD:9

9471ACAAAAAA, "Alcatel one touch 665A", "Voiceg ateway", "", btspp://9471ACDBACAD:2



$ ./blucat -url btspp://9471ACAAAAAA:11
AT+CGMI
+CGMI: Alcatel
OK

AT+CGMM
+CGMM: one touch 665A
OK

AT+CGMR
+CGMR: Alcatel 010 04, 2012/03/05 14:56
OK



Bluetooth Backdoor?

POC Bluetooth backdoor demo (no code released)

$pm list packages -f

$am start 'http://josephpcohen.com'

More: http://www.anddev.org/using_the_am-tool_start_activities-intens_from_a_shell-
t368.html



Bluetooth Commands?

https://github.
com/boos/bluesnarfer/blob/master/src/bluesnarfer.c

http://www.forensicswiki.org/wiki/AT_Commands

http://www.anotherurl.com/library/at_test.htm

http://gatling.ikk.sztaki.hu/~kissg/gsm/at+c.html


